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The two main parts are: 5@z @203 ecm DB3ens:

Hardware security / ¢atdo® 002300

Software security /| ®agz00® 005200

Computer hardware refers to the physical components of a computer that can be touched and
seen. Examples: Monitor, keyboard, mouse, CPU, RAM, hard disk, cooling fan, DVD drive,
motherboard, and power supply./ ©8oen ¢atdie® oa) Bl e DS wH Be S
s8venmed eI et ©d. ¢gwden e®iBICWG, BRTHEDTID, ®gews, CPU, RAM, ¢ad
23w, 88ce® B¢ oD, DVD 0dme, 8 8d0d e dE ©139® Jmmao.

Major causes include: g @B @00 D ¢ FED ©d:

Sudden power failure /| & 3¢8 d¢ 3@ Bcd®

Sudden flow of high voltage current /| ®g&8ed ¢d e2IEdwm cids v J©

Overheating inside the system unit /| 08 Jome ne ¢dnm eGs cEHBOB oHE ©BI®

Dust gathering on computer hardware /| ©8®€sz ¢atdoo® @ ¢BE msies 8®

Issues related to theft | e@e00® B8O 0o ®RSID ©OS

A UPS (Uninterruptible Power Supply) provides continuous power to the computer during a sudden
power failure. It gives sufficient time to save current work and shut down the computer safely./ UPS

®823 088 BB J¢ D008 B edn gD BeEr 8wrd. dOBSY ¢(»0 8emdi®s’
2082 ®bwuwrs’ dBe0 sy sbvenms ¢idEmd Fwo IoBm BEOO Y@Ierd WICES R

@dq.

Answer:

Fuse: Prevents damage caused by a sudden flow of high voltage current./ 8¢ed : 88 ad
@IEIwmN 0 OE® Besn 8D B DeSOa.

Surge protector: Protects the computer from high voltage current and lightning by controlling the
flow of excess voltage./ e58 01030l : @885D 0DIESwm Ywe s B8O 083 ad
@dIE3wmn W0 e gnen O8B53 8cdm WIBOES sbvenme ¢ioSs IE.

Overheating can be reduced by: ¢3» cEdens06 gve H® svD DO OB ad® S O V:
Installing air conditioners in the computer laboratory./ ©8wesz 8¢si006 DE DIy 38mIen
2838@.

Installing cooling fans in the computer to remove excess heat./ @88:5m miss @il 8EE e
s8oenme e B8E® DB wow ©dR8e.

The laboratory should be kept clean and tidy. Other precautions include: 8¢xso®ide 888D e
BEeOEO mR © GRB. DS 0em Bweddws’ ¢mcd BHD ¢z FIRES ©d:

Not entering with footwear that brings sand and dust./ &(8 » ¢BE devm O©» D®ss s1ee
21O ©@0de.

Cleaning computer circuits regularly./ @s8oenz 80 BSemo 888¢ [8@.

Not taking food into the laboratory./ 8¢80©i0@ DED @d de®ms ©250w@7®.

Preventing insects and rats from entering./ 2a®=3 e 8ws’ @#® d® D1ede®.

Controlling moisture because it can cause short circuits./ emm»®mws ems B8O (953 d6 o3
es8esO/short circuits @8 S800 ey Su ).

Using air conditioners when necessary./ ¢das el iy ©8mden vidn S5E.
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08. Computers can be protected from theft by: @e10® SE8POES s8venm 10z 3 ©» »iS
D®:

e Locking doors and windows of the computer laboratory./ @8oenzm B¢sivded @cddE 3w
BomE ¢@d ¢(&e.

e Locking the system unit securely./ s¢Q8 Swwo 0B8m0 e &@.

e Using CCTV cameras to monitor the laboratory./ 8¢si®ice B8Psenc B8® eepo CCTV (@0
008 8.

09. Computer software includes data, information, and programs used to perform various tasks./
©80enrm ®agmiIndE0 D80 mibuws’ 9 BO® wewr 0Dm OB ¢B3D), @ICTL &8
DReO®S e .

Examples:

e Operating system /| e®e®»@® ©ddSw

e Word processing software /| &8 t32¢3® ®@agz0®

o Files containing documents /| eGa» @&o@ @vIx

e Files containing pictures/images /| 8350

10. Threats to software include: ®a¢z00® €3¢0 D HEBHOED OB ¢z FIDES ©O:

e Unauthorized access | gm&esd gedans

e Malware /| B3 ®agzo®

e Unexpected deletion or overwriting of files /| axmed8n e evizy @m0 ¢@® end Joo
eOHDO edm’ ¢t EB®

o Natural disasters and terrorist attacks / e©008% S e HeESHIE G®d

e Sudden power failure /| 88 B¢B dc 919®

o Complications in the operating system /| e®@e»y@® sddBed @B0® ©10d
They can be prevented by: @@ som n® @85 D80 0B HSw:

e Using passwords and other logical security methods./ §de¢ % 0D DIbSm giden e
10 8.

e Using locks and door bolts for physical security./ @»98m 03800 e3¢ 8@d 3 @0 QD
10 [8@.

e Installing antivirus software./ Antivirus ®a¢m0® ez SE.

¢ Keeping backups of important data and files. /| &(¢co} ¢55 3w @vim) O 8Ou mR ©(HE.

11. Malware (malicious software) is any malicious program or part of a program that does not fulfill the
intended requirements of a computer user and is designed to cause damage to computer software,
data, networks, or hardware./ B3 ®agz0® @) B8nenm s8Reweved aesS3Em

2DRBVEN 9 @500, 8 8O ©agze®, &i5h, BIE @I (atedDEO ®IB BBOO 3 1RE®
0 18 D5:® B3 DRV ®d DN EIOLS.
12. The four types are:

e Computer virus /| s8menz eeddess
e Computer worms / =8om€nm €3
e Trojan horse /| @Q3ess3 ecwo

e Spyware/ 95 AC® ®agm0®
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13. A computer virus is malicious software that gains access to a computer's software or files and can
replicate itself and spread from one computer to another. It can delete or modify data and can
cause harm to computer software./ ©8o€n @edIeBw6E L) B8HEDBD ©agEr® @M EVIZ
ed® Zedrn ERI ®BIBN, HOTOE® 8w S OROD wy O3 S80Sy O
s8o0ermwemd S(B8O0 ¥ Bwd S DIBWC ®agIdn’. OB ¢ @m0 ¢B®0 ewd edmed
BBOO 0@538 s8nenm ©agmrdEO 953 BBOIE H(B@D gi.

14. A computer worm is malware that behaves similarly to a virus but can spread across computer
networks or the Internet without the support of a host program./ 8o enz seqedn ¢m
©edJBEO B®IZ EEE Fwo I DS, W0 DBDLBOHID XIS ENORD s8oerm SR
e®f a3BBIEE ®TWI BT @1 »(S Iwdd| DB LS.

15. A Trojan horse appears to be useful software at first, but secretly causes damage to the user once
it begins to operate./ Trojan horse ©=23 GBS BewIbHDS @amIvu @Rt eBHBE, OB
Boo3@m B0 053 0 oty Cn8ond s8BRE®w@IO S e »I&.

16. Spyware is malicious software that secretly collects information about a person's computer usage,
Internet use, etc., and sends the information to another party without the user's knowledge./
Spyware ¢z géocerned s8nend »iIdmG, 3B3mUBIE 0DDE ¢ts B8EAT et
Co8omd ded 0, B8RE®EI eCIHOBOY OO 50T EDHS BIBBEDW@O @D DIBWS
®ag000BS.

17. Malware can cause: Malware ®8z3 @om ¢ 8¢ wiSe:

o Deletion, hiding, or modification of data and information./ ¢35 % @m0 @20 ¢8O, e®I®
o] edme 8.

e Creation of unwanted files and folders./ @»®as @iz ¥ eMIGRd Bo@rens SE.

e Malfunction or alteration of software./ ®acz06 a@Sc 5® e®i edmed Je.

o Decreased computer efficiency./ soermed »buPe@md af) Se.

e Repeated shutdown or restarting of the computer./ s8oenn 50 O Fwu S8 e
@®] »OD Gc®H BV.

e Unusual network behaviour or disconnection./ a&es®@ms &HE w08 30n @0 b
@300 Je 9138.

e Reduced storage capacity.] ®@&0 800 &8 De.

18. Answer:

e Install antivirus software and update it regularly./ &8-080t ®agz10® 3 B W3 O BN
©DBIED DIIB.

e Scan external storage devices before opening them./ 2383 ©®&) 00 BDam BB ec &9
38eEIDBE DHOBIB.

e Activate and correctly configure the firewall.! nebedics e »0 BO10ED Smnies wI535.

e Access only secure websites./ #1038 @02 @0d DEO s gedr DI

e Do not click suspicious pop-ups./ & 8D B3> BES ©@NDOBIB.

» Do not open suspicious emails or attachments./ 1z @8 Se®C ol ¢18w® Sdam
©IDOBIB.
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e Use a Limited User Account for daily activities./ eecBm Fwcumom® eepr 88m s8Rcm
Beq@ ©8m0 »OT.

o Keep installed software and the operating system updated./ eé3G:8m ®ac100 3 e@eHy®
BEORG BIOBIEDD BRI ©BIB.

e Use only original, licensed software./ §C, RR5HEIES @agzie® BS®€enz $dm IB3.

19. Keeping backups means maintaining copies of software components or data. Backups can be used
when the original copy is lost, damaged, or misplaced.

Examples of storage media include CDs, DVDs, external hard disks, and another location/drive on
the same computer./ ¢t ®R0 OO @) ©agze® 30002 WS FSHOE B Disid

O RO8. G Boum (B § 8O, 2B § 80 i atddmon § 80 ¢stdd 0850 »E HESE.
ORI @B wew ¢ewden @Rt CD, DVD, @080 ¢atd 53 e 9@ s8oenmed odwmis
B/ D0DweS e @d.

20. Access control refers to methods used to control access to computers and protect their resources,
data, and information./ ged® icms 1y soed edn Hedrw BIEHE BEOO ww Jred
203, ¢t Y eI GIdEr BEOO 0B OB DO ed.

Methods include: 9®0E0 ames O3ess:

e Using strong passwords./ @=38@:5 gdwe $dmn [8.

o Creating suitable user accounts./ g¢eg =8Bcm Bw® BO@rens SGe.

e Using encryption./ eocedmmas ©18m0 S8@.

e Keeping computers in secure places./ s8ven @108 SOIDOE »R OG(HE.

e Using CCTV cameras and alarms./ CCTV z(®0 &% a0 81@d® ©Ddn0n [8@.

o Using biometric authentication such as fingerprints, voice recognition, face recognition, or iris
recognition./ 1@ weR e, HE HEOISO, Yy HTO(B® ewd ¢l wEHR® 1S
ee%DB5D mBIE D S@.
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