
01. The two main parts are:  m%Odk fldgia fol jkafka( 

• Hardware security  / oDvdx. wdrlaIdj 

• Software security  / uDÿldx. wdrlaIdj 

02.  Computer hardware refers to the physical components of a computer that can be touched and 

seen.  Examples: Monitor, keyboard, mouse, CPU, RAM, hard disk, cooling fan, DVD drive, 

motherboard, and power supply. / mß.Kl oDvdx. hkq iam¾Y l< yels iy oelsh yels 

mß.Klfha fN!;sl fldgia fõ' WodyrK( fudksgrh" h;=remqjrej" ujqih" CPU " RAM " oDv 

;eáh" isis,k úÿ,s mxldj" DVD Odjlh" ujq mqjrej iy n, iemhqï tallh' 

03.  Major causes include:  m%Odk fya;= w;rg my; oE we;=<;a fõ( 

• Sudden power failure  / yÈis úÿ,s ì| jeàula isÿùu 

• Sudden flow of high voltage current  / yÈisfha wê fjda,aàh;d Odrdjla .,d tau 

• Overheating inside the system unit  / moaO;s tallh ;=< wêl f,i WIaK;ajh by< hdu 

• Dust gathering on computer hardware  / mß.Kl oDvdx. u; ¥ú,s ;ekam;a ùu 

• Issues related to theft  / fidrlï lsÍï yd iïnkaO .eg¿ 

04.  A UPS (Uninterruptible Power Supply) provides continuous power to the computer during a sudden 

power failure. It gives sufficient time to save current work and shut down the computer safely. / UPS  

u.ska yÈis úÿ,s ì| jeàul§ mß.Klh fj; wLKavj úÿ,sh imhhs' tu.ska oekg isÿlrñka 
mj;sk ld¾hhka iq/lSug iy mß.Klh wdrlaIs;j l%shd úrys; lsÍug m%udKj;a ld,hla ,nd 
foa' 

05.  Answer:  

• Fuse: Prevents damage caused by a sudden flow of high voltage current. / *shqia ( yÈis wê 

fjda,aàh;d Odrd .e,Sï ksid isÿjk ydks j<lajhs' 
• Surge protector: Protects the computer from high voltage current and lightning by controlling the 

flow of excess voltage. / i¾Ê fm%dfglag¾ ( w;sßla; fjda,aàh;d m%jdyh md,kh lsÍu u.ska wê 

fjda,aàh;d Odrd iy wl=Kq u.ska isÿjk ydksj,ska mß.Klh wdrlaId lrhs' 
06.  Overheating can be reduced by:  wêl WIaK;ajh by< hdu my; l%u u.ska wju lr .; yel( 

• Installing air conditioners in the computer laboratory. / mß.Kl úoHd.drh ;=< jdhq iólrK 

iúlsÍu' 
• Installing cooling fans in the computer to remove excess heat. / w;sßla; ;dmh bj;a lsÍu i|yd 

mß.Klh ;=< isis,k úÿ,s mxld iúlsÍu' 
07.  The laboratory should be kept clean and tidy. Other precautions include:  úoHd.drh msßisÿj iy 

ms<sfj,g ;nd .; hq;=h' fjk;a wdrlaIl mshjrhka w;rg my; oE we;=<;a fõ( 
• Not entering with footwear that brings sand and dust. / je,s iy ¥ú,s /f.k tk mdjyka me<| 

we;=¿ fkdùu' 
• Cleaning computer circuits regularly. / mß.Kl mßm: ks;sm;d msßisÿ lsÍu' 

• Not taking food into the laboratory. / úoHd.drh ;=<g wdydr /f.k fkdhEu' 

• Preventing insects and rats from entering. / lDóka iy óhka we;=¿ ùu je<elaùu' 

• Controlling moisture because it can cause short circuits. / f;;ukh md,kh lsÍu ^ukao th flá 

mßm:$short  c ircu its  we;s lsÍug fya;= úh yel&' 

• Using air conditioners when necessary. / wjYH úfgl jdhq iólrK Ndú; lsÍu' 
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08.  Computers can be protected from theft by:  fidrlï lsÍïj,ska mß.Kl wdrlaId lr .; yels 

l%u( 
• Locking doors and windows of the computer laboratory. / mß.Kl úoHd.drfha fodrj,a iy 

cfk,a w.=¿ oeóu' 
• Locking the system unit securely. / moaO;s tallh wdrlaIs;j w.=¿ oeóu' 

• Using CCTV cameras to monitor the laboratory. / úoHd.drh ksÍlaIKh lsÍu i|yd CCT V leurd 

Ndú; lsÍu' 
09.  Computer software includes data, information, and programs used to perform various tasks. / 

mß.Kl uDÿldx.j,g úúO ld¾hhka bgq lsÍu i|yd Ndú; lrk o;a;" f;dr;=re iy 
jevigyka we;=<;a fõ' 
Examples:  

• Operating system  / fufyhqï moaO;sh 

• Word processing software  / jpk ieliqï uDÿldx. 

• Files containing documents  / f,aLk wvx.= f.dkq 

• Files containing pictures/images  / mska;+r 

10. Threats to software include:  uDÿldx. i|yd jk ;¾ckj,g my; oE we;=<;a fõ( 

• Unauthorized access  / wkjir m%fõYh 

• Malware  / ydkslr uDÿldx. 

• Unexpected deletion or overwriting of files  / wkfmalaIs; f,i f.dkq  uld oeóu fyda tajd 

fjkqjg fjk;a o;a; ,sùu 

• Natural disasters and terrorist attacks  / iajdNdúl úm;a iy ;%ia;jd§ m%ydr 

• Sudden power failure  / yÈis úÿ,s ì| jeàï 

• Complications in the operating system  / fufyhqï moaO;sfha  we;sjk .eg¿ 

They can be prevented by:  fïjd my; l%u u.ska j<lajd .; yelsh( 

• Using passwords and other logical security methods. / uqrmo iy fjk;a ;d¾lsl wdrlaIl l%u 

Ndú; lsÍu' 
• Using locks and door bolts for physical security. / fN!;sl wdrlaIdj i|yd w.=¿ iy fodr w.=¿ 

Ndú; lsÍu' 
• Installing antivirus software. / Ant ivi rus  uDÿldx. ia:dmkh lsÍu' 

• Keeping backups of important data and files.  / jeo.;a o;a; iy f.dkq j, msgm;a ;nd .ekSu' 

11. Malware (malicious software) is any malicious program or part of a program that does not fulfill the 

intended requirements of a computer user and is designed to cause damage to computer software, 

data, networks, or hardware. / ydkslr uDÿldx. hkq mß.Kl mßYS,lfhl=f.a wfmalaIs; 

wjYH;d bgq fkdlrk" iy mß.Kl uDÿldx." o;a;" cd, fyda oDvdx.j,g ydks lsÍug ie,iqï 
lr we;s ´kEu ydkslr jevigykla fyda jevigyka fldgils' 

12. The four types are:  

• Computer virus  / mß.Kl ffjrih 

• Computer worms  / mß.Kl mKqjka 

• Trojan horse  / fg%dacka wYajhd 

• Spyware  / T;a;= n,k uDÿldx. 
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13. A computer virus is malicious software that gains access to a computer's software or files and can 

replicate itself and spread from one computer to another. It can delete or modify data and can 

cause harm to computer software. / mß.Kl ffjrihla hkq mß.Klhl uDÿldx. fyda f.dkq 

fj; m%fõYh ,nd .kakd" ;ukaju msgm;a lr .ekSug iy tla mß.Klhlska ;j;a 
mß.Klhlg me;sÍug yelshdj we;s ydkslr uDÿldx.hls' thg o;a; uld oeóug fyda fjkia 
lsÍug fukau mß.Kl uDÿldx.j,g ydks lsÍugo yelshdj we;' 

14. A computer worm is malware that behaves similarly to a virus but can spread across computer 

networks or the Internet without the support of a host program. / mß.Kl mKqfjl= hkq 

ffjrihlg iudk f,i l%shd lrk kuq;a" Odrl jevigykl iydh fkdue;sj mß.Kl cd, 
fyda wka;¾cd,h yryd me;sr hd yels Malware j¾.hls' 

15. A Trojan horse appears to be useful software at first, but secretly causes damage to the user once 

it begins to operate. / Trojan  horse  tlla uq,ska m%fhdackj;a uDÿldx.hla f,i fmkqko" th 

l%shd;aul ùug mgka .;a miq ryis.;j mßYS,lhdg ydks isÿ lrhs' 
16. Spyware is malicious software that secretly collects information about a person's computer usage, 

Internet use, etc., and sends the information to another party without the user's knowledge. / 

Spyware  hkq mqoa.,fhl=f.a mß.Kl Ndú;h" wka;¾cd, Ndú;h wdÈh ms<sn| f;dr;=re 

ryis.;j /ia lr" mßYS,lhd fkdoekqj;aju tu f;dr;=re fjk;a md¾Yajhlg hjk ydkslr 
uDÿldx.hls' 

17. Malware can cause:  Malware  u.ska my; oE isÿúh yelsh( 

• Deletion, hiding, or modification of data and information. / o;a; iy f;dr;=re uld oeóu" ieÕùu 

fyda fjkia lsÍu' 
• Creation of unwanted files and folders. / wkjYH f.dkq iy f*da,avr ks¾udKh ùu' 

• Malfunction or alteration of software. / uDÿldx. wl%sh ùu fyda fjkia ùu' 

• Decreased computer efficiency. / mß.Klfha ld¾hlaIu;dj wvq ùu' 

• Repeated shutdown or restarting of the computer. / mß.Klh kej; kej;;a l%shd úrys; ùu 

fyda kej; wdrïN ùu' 
• Unusual network behaviour or disconnection. / widudkH cd, l%shdldÍ;ajh fyda cd, 

iïnkaO;dj ì| jeàu' 
• Reduced storage capacity. / .nvd Odß;dj wvq ùu' 

18. Answer:  

• Install antivirus software and update it regularly. / m%;s-jhsri uDÿldx. ia:dmkh lr th ks;sm;d 

hdj;ald,Sk lrkak' 
• Scan external storage devices before opening them. / ndysr .nvd Wmdx. újD; lsÍug fmr tajd 

mßf,dalkh lrkak' 
• Activate and correctly configure the firewall. / *h¾fjda,h il%sh lr ksjerÈj úkHdi lrkak' 

• Access only secure websites. / wdrlaIs; fjí wvú j,g muKla m%fõY jkak' 

• Do not click suspicious pop - ups. / iel iys; W;am;k la,sla fkdlrkak' 

• Do not open suspicious emails or attachments. / iel iys; Bfï,a fyda weuqKqï újD; 

fkdlrkak' 
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• Use a Limited User Account for daily activities. / ffoksl l%shdldrlï i|yd iSñ; mßYS,l 

.sKqula Ndú;d lrkak' 
• Keep installed software and the operating system updated. / ia:dms; uDÿldx. iy fufyhqï 

moaO;sh hdj;ald,Skj ;nd .kak' 
• Use only original, licensed software. / uq,a" n,m;%,dNS uDÿldx. muKla Ndú;d lrkak' 

19. Keeping backups means maintaining copies of software components or data. Backups can be used 

when the original copy is lost, damaged, or misplaced.  

Examples of storage media include CDs, DVDs, external hard disks, and another location/drive on 

the same computer. / Wmia: ;nd .ekSu hkq uDÿldx. ixrpl fyda o;a;j, msgm;a mj;ajd 

.ekSuhs' uq,a msgm; ke;s jQ úg" ydks jQ úg fyda wia:dk.; jQ úg Wmia: Ndú;d l< yelsh' 

.nvd udOH i|yd WodyrK f,i CD " DVD " ndysr oDV ;eá iy tlu mß.Klfha fjk;a 

ia:dkhla$Odjlhla we;=<;a fõ' 
20.  Access control refers to methods used to control access to computers and protect their resources, 

data, and information. / m%fõY md,kh hkq mß.Kl fj; m%fõYh md,kh lsÍug iy tajdfha 

iïm;a" o;a; iy f;dr;=re wdrlaId lsÍug Ndú;d lrk l%u fõ' 
Methods include:  l%uj,g we;=<;a jkafka( 

• Using strong passwords. / Yla;su;a uqrmo Ndú;d lsÍu' 

• Creating suitable user accounts. / iqÿiq mßYS,l .sKqï ks¾udKh lsÍu' 

• Using encryption. / ixfla;kh Ndú;d lsÍu' 

• Keeping computers in secure places. / mß.Kl wdrlaIs; ia:dkj, ;nd .ekSu' 

• Using CCTV cameras and alarms. / CCT V leurd iy wk;=re weÕùï Ndú;d lsÍu' 

• Using biometric authentication such as fingerprints, voice recognition, face recognition, or iris 

recognition. / weÕs,s i,l=Kq" y~ y÷kd.ekSu" uqyqKq y÷kd.ekSu fyda whsßia y÷kd.ekSu jeks 

ffcjñ;sl i;Hdmkh Ndú;d lsÍu' 
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